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Periodically assessing your IT security is an important part of your organization’s preventive cyber security plan. This cyber security 

checklist is written by Keeper’s Information Security Officer. It provides best practices and immediate solutions to the major cyber 

security risks faced by IT departments. You can print this document and use the checkboxes to audit your cyber security posture.

When employees are not provided with proper awareness, training, tools 

and safeguards, they are typically the weakest link in the security chain.Users

Regular employee cybersecurity trainings 

Employees encrypting and storing sensitive data securely* 

Employees sharing sensitive data securely and only with 
those who need it* 

Written and enforced password policies* 

Employees lock computers while away from desk  

Unique employee credentials across company resources* 

Employees managing, storing, generating 
secure passwords*

Two-factor authentication enabled where available* 

Visibility and auditing of employee password hygiene* 

Anti-virus software loaded and active on all systems 

Employees mobile devices secure and/or restricted* 

Host-based firewalls enabled on all workstations and servers 

Off-boarding procedure to revoke employee access* 

Employee access restricted only to those who need it*

Full disk encryption enabled on workstations and servers

VPN/Remote-Access activity logging and monitoring* 

Hardware, software, networks, facilities, etc. (Including all of the information technology) should 

be audited frequently because it changes over time and may introduce new vulnerabilities.

Latest security patches applied on OS’s and software 

Penetration testing and network auditing on regular basis 

Default passwords changed for routers, switches, servers* 

Physical security of company systems and facilities 

Servers are free of malware, SQL injections, 
CSRF and XSS 

Familiarity of how core infrastructure works 

WiFi access-points configured securely 

Evaluate all rules in Firewall 

Notifications for changes to critical infrastructure 

Backup protocols tested and evaluated 

Disabling of insecure protocols (SSLv2, SSLv3) 
and weak encryption (e.g. RC4) 

Backups secure from unauthorized access

Infrastructure

User Awareness and Behavior

User Access, Protection, Visibility and Monitoring

*Keeper Security can provide solutions for these checkboxes
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Cyber Security Checklist

Formalizing, documenting and planning your cyber security standards 

and practices will improve security posture and reduce your cyber risk.

3rd party vendors or partners that have access to sensitive information or critical 

systems should be held to strict cybersecurity standards so they aren’t the ones 

that let hackers into your systems.

Clearly written and enforced security policy 

Network diagram of infrastructure 

Process for changes to security infrastructure 

Monitoring of security vulnerabilities and 
0-day exploits 

Regular meetings to evaluate IT security issues

Sensitive data is identified, encrypted and stored* 

Incident/emergency response plan in place 

Current list of employees, customers and suppliers

Process for employee/customer reported 
security incidents

Centralized log for threat detection

Vendors are required to report security incidents 

Knowledge of what info vendors are storing 

Vendor is audited and certified 
(i.e. PCI-DSS, SOX/SAS/SOC, ISO 27001)

Legal agreements in place to govern safeguarding 
of shared data

Vendor access to internal systems is secure/restricted

Inventory and legality of all 3rd party software 

Access is removed and credentials are changed 
immediately after termination of relationship* 

Credentials, files and sensitive documents are encrypted 
and securely shared between parties*

Documentation & Planning

Vendor Management

Keeper Security is transforming the way businesses protect their passwords and sensitive digital 

assets to significantly reduce cyber theft. As the leading password manager and digital vault, 

Keeper helps thousands of businesses substantially mitigate the risk of a data breach.

Contact us today to learn more about how Keeper can help your business!    

    sales@keepersecurity.com        312.829.2680
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