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Keeper SSO Connect TM
Without question, SSO solutions are here to stay due to the reduced burden on users and enhanced security. However, SSO leaves many functional
and security gaps. Most legacy, native and even many newer web-based applications don’t support SAML. There are also many credentials to
manage beyond passwords, such as encryption keys (RSA, AES, SSH, TLS), digital certificates and API keys. Keeper Enterprise Password Manager
with Keeper SSO ConnectTM transforms SSO into an essential, ubiquitous application.
“While technologies such as two-factor authentication (2FA), web single sign-on (SSO), and privileged identity management are helping to reduce
reliance on static, easy-to-hack passwords, security teams still require passwords and use them to authenticate employees into a range of
commercial and custom applications.” - Forrester Best Practices Report: Enterprise Password Management 2017

Product Overview
Keeper SSO ConnectTM is a SAML 2.0 application that leverages Keeper’s zero-knowledge security architecture to securely and seamlessly
authenticate users into their Keeper Vault and dynamically provision users to the platform.
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Benefits of Combining Keeper Enterprise with Single Sign On
Keeper EPM becomes a service provider in your SSO ecosystem for rapid user provisioning and easy user access
Secure and seamless login for any application or service across all devices and applications
Secure, digital vault storage of critical credentials and data (e.g. server credentials, encryption keys, access keys, API keys, digital certificates
and highly confidential documents)
No need for user to remember passwords – they are stored and randomized in the Keeper Vault using zero-knowledge encryption technology

System Requirements
The Keeper SSO ConnectTM service application can be installed on a on-premise or cloud-based server. Windows, Mac OS and Linux operating
systems are supported.

You Control the Keys
User encryption keys are generated dynamically by Keeper SSO ConnectTM, encrypted and stored locally on the installed server, providing the
customer with full control over the encryption keys that are used to encrypt and decrypt their digital vaults.

Keeper Integrates with Leading SSO Solutions

Keeper Third-Party Attestations and Certifications
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